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Copyright and Legal Information 

Copyright BatchMaster Enterprise – BatchMaster WEB Login Process Time-Based One-

Time Password (2FA) © 2022,2023 by BatchMaster Software. All rights 

reserved. 

Your right to copy this document is limited by copyright law and the terms of 

the license agreement. As a software licensee, you may make a reasonable 

number of copies or printouts for your own use. Making copies for any other 

purposes constitutes a violation of copyright law. 

Trademarks The names of actual companies and products mentioned herein may be 

trademarks or registered marks of their respective owners in the United 

States or other countries. 

The names of companies, products, persons, and/or data used in the 

examples are fictitious and are in no way intended to represent any real 

individual, company, product, or event, unless otherwise noted. 

Warranty Disclaimer BatchMaster Software disclaims any warranty regarding the example data in 

this documentation, including the warranties of merchantability and fitness 

for a specific business use. 

Limitation of Liability The content of this document is provided for informational use only, is 

subject to change without notice, and should not be construed as a 

commitment by BatchMaster Software. BatchMaster Software assumes no 

liability for any errors or inaccuracies that may appear in this document. 

Neither BatchMaster Software nor anyone else who has been involved in the 

creation, production, or delivery of this documentation shall be liable for any 

indirect, incidental, special, exemplary, or consequential damages, including 

but not limited to any loss of anticipated profit or benefits, resulting from the 

use of this documentation nor the examples contained herein. 

License Agreement Use of this product is covered by a Software License, Services and Support 

Agreement signed when your organization purchased BatchMaster 

Enterprise. 

Disclaimers The information provided herein is not intended to replace the statues, rules, 

or approved procedures that apply to your business. Instead, you should use 

this information to ensure compliance with internal, customer, and 

regulatory requirements. This user guide is considered to be proprietary and 

confidential and may not be reproduced for any reason other than stated 

below without prior written consent of BatchMaster Software. 

Exclusion This document has been prepared exclusively for ERP client end-user 

training. All other uses are prohibited without prior written consent from 

BatchMaster Software. 

BatchMaster Enterprise document © 2023 by BatchMaster Software. All 

rights reserved. 
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Purpose of the Manual This user guide provides instructions for using BatchMaster Enterprise. The 

scope of the document is limited to training users on how various BatchMaster 

modules are inter-related, the purpose of various BatchMaster screens, and the 

procedural steps to maintain them. The training objective is to help the user get 

hands-on experience of how BatchMaster Enterprise functions. 

This document aids as a hand-out during training and as an introduction to 

other manuals. It is not as descriptive as other accompanying manuals, but it is 

packed with necessary and important information that is required for someone 

to use BatchMaster Enterprise as a new user.  

We designed the user guide based on experience obtained from numerous 

training sessions. This document aims to strengthen user knowledge on the 

functioning of BatchMaster Enterprise.  

Target Audience This document is intended for a vast group of people which may include 

Trainers, VARs, Customers, and even BatchMaster employees who are 

undergoing BatchMaster training. We hope it will be of immense use as a 

conceptual guide for Trainers, as a resource material for VARs and customers, 

and as a reference guide for existing BatchMaster Users and employees.  

Organization  The user guide is organized in parts module-wise to reduce bulkiness and 

enhance usability. Each module contains an overview of the module, concepts 

you must know before you begin using the module, an overview or purpose of 

the screen, how to maintain data in the screen, Key Points, and FAQs. Examples 

have been included to help you understand the logic better and maintain data 

quickly. 

Symbols & Conventions Symbol Description 

 
 Note 

  Mandatory setting 

 
 Tips 

 

 Convention Description 

 Italicized (Sales Order Entry) 
Module name, screen name & 
components 

 “ ” (“BME 8.60 Accounting 
Guide”) 

Reference document 

 

 Abbreviation Description 

 BME BatchMaster Enterprise 

 ERP  Enterprise Resource Planning 

 2FA Two Factor Authentication 
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1 Document Overview 

This document will help you understand BatchMaster WEB Normal/Time-Based One-Time Password (2FA) 

Login process. After reading this document you should be able to understand the process at least in a basic 

way.  

2 BatchMaster WEB Login Process Time-Based One-Time 

Password (2FA) 

BatchMaster WEB is accessible via the provided IP (Internet Protocol) Address or URL. The URL access is 

specifically designed to enable access to individual application over a network. With this several separate 

users, working on different company databases can be managed in one system at the same time.  

2.1 User Setup 

BatchMaster WEB supports Normal/Time-Based One-Time Password (2FA) login process with the user’s 

registered Mobile/Email as configured on User Setup Screen. 

 

The user can proceed to sign in to BatchMaster WEB account with the provided credentials/generated OTP. It 

is a security process in which users provide two different authentication factors to verify account login. 2FA 

improves users account security by providing an extra layer of security while login to the application and 

ascertains the application users are who they say they are. 

Accessing BatchMaster WEB lets you:  

 Login to the BatchMaster WEB application (Normal/Tenant User)  

 Company database selection 
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o Generate OTP (If two-factor authentication is applicable) 

o Verify OTP (If two-factor authentication is applicable) 

 Change password 

 Reset login password. 

2.2 Tenant Setup 

BatchMaster WEB supports multi-tenant deployment, allowing the Administrator to create and manage 

several enterprise accounts called tenants, through a single BatchMaster WEB deployment. The system 

provides option to decide whether to implement Time-Based One-Time Password (2FA) authentication for 

Tenant users or not. To do so, Skip 2FA Security checkbox is provided on the Tenant Setup screen.  

The Skip 2FA Security setting is applicable to all the users of the tenant.  

 

Skip 2FA Security:  

1. If Skip 2FA Security checkbox is unmarked, the system considers the Time-Based One-Time Password 

(2FA) process for the respective BatchMaster WEB user. The system will generate the OTP and send 

it to the registered Mobile/Email. Further, the user needs to enter the received OTP. The system 

validates the entered OTP and lets the user to login to the BatchMaster WEB application. 

 

 

 

 

 

 

 

 

  

Enter a valid OTP. Once entered, 

the system validates the OTP and 

lets the user to login to the 

BatchMaster WEB application. 
 

For Time-Based One-Time 

Password (2FA) authentication the 

system will generate the OTP and 

send it to the registered 

Mobile/Email. 
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Example of an OTP Email: 

 

2. Users can skip 2FA authentication for the Tenant users by marking the Skip 2FA Security checkbox. If 

this checkbox is checked, the system skips the 2FA verification for the BatchMaster WEB users. The 

Login window is displayed as follows:  

 


